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VHQVLWLYH LQIRUPDWLRQVXFKDVSKRWRVHPDLOVEDQNVWDWHPHQWVHWF ,I WKHGDWD LV VWRUHG LQDSXEOLFFORXGZKLFK LV
DFFHVVLEOH WR VHYHUDO RWKHU SHRSOH ZLWKRXW HIILFLHQW SURWHFWLRQ PHFKDQLVP LW FDQ OHDG WR VHYHUH SULYDF\ DQG
FRQILGHQWLDOLW\ YLRODWLRQV >@ 7KH WUDGLWLRQDO ZD\ WR SUHYHQW VHQVLWLYH GDWD LV HQFU\SWLRQ 7KH GRFXPHQWV DUH
HQFU\SWHG EHIRUH RXWVRXUFLQJ WKHP WR WKH FORXG 7KLV KRZHYHU LQWURGXFHV IXUWKHU FRPSOH[LWLHV GXULQJ WKH VHDUFK
RSHUDWLRQ RQ HQFU\SWHG GDWD ZKHQ OHJLWLPDWH XVHUV QHHG DFFHVV WR WKRVH GRFXPHQWV 0DQ\ UHVHDUFKHUV KDYH
LQYHVWLJDWHGRQWKLVLVVXHLQWKHUHFHQWGD\VDQGSURSRVHGVHYHUDOFLSKHUWH[WVHDUFKVFKHPHVEDVHGRQFU\SWRJUDSK\
WHFKQLTXHV >@ >@+RZHYHU WKHVHPHWKRGV QHHG H[WHQVLYH FRPSXWDWLRQV DQG VXIIHU IURP KLJK WLPH FRPSOH[LW\
+HQFH WKHVH PHWKRGV DUH QRW VXLWDEOH IRU D ELJ GDWD HQYLURQPHQW >@ $QRWKHU PDMRU GUDZEDFN LV WKDW WKH
UHODWLRQVKLSEHWZHHQWKHGRFXPHQWV LVFRQFHDOHGGXULQJWKHHQFU\SWLRQSURFHVV0DLQWDLQLQJVXFKDUHODWLRQVKLSLV
LPSRUWDQWDVLWUHSUHVHQWVWKHSURSHUWLHVRIWKHGRFXPHQWV
,W LVDOVRQHFHVVDU\ WRSURYLGHFRQWUROOHGDFFHVV WR WKHRXWVRXUFHGFORXGGDWD WRGLIIHUHQWFODVVHVRIXVHUV7KH
V\VWHPPXVW SUHYHQW XQDXWKRUL]HG XVHUV IURP XSORDGLQJ FRUUXSWHG GRFXPHQWV WR WKH FORXG VHUYHU )RU H[DPSOH
FRQVLGHUDXQLYHUVLW\FORXGLQZKLFKWKHVWXGHQWPDUNOLVWVDUHVWRUHGLQWKHFORXG,QVXFKDVFHQDULRWKHVWXGHQWV
PXVWEHSUHYHQWHGIURPXSORDGLQJWKHLURZQPDUNOLVWVWKHUHE\RYHUZULWLQJWKHRULJLQDOFRS\7RSUHYHQWWKLVWKH









0DQ\UHVHDUFKHVKDYHSURSRVHGVHYHUDOPHWKRGV IRUVHDUFKRQHQFU\SWHGGDWD LQ WKHFORXG6RPHRI WKHPDQG
WKHLUGUDZEDFNVDUHGLVFXVVHGEHORZ
2.1. Searchable encryption based on single keyword 
,QWKHPHWKRGSURSRVHGE\6RQJHWDO>@HDFKZRUGLQWKHGRFXPHQWLVHQFU\SWHGLQGHSHQGHQWO\7KLVUHTXLUHV
VFDQQLQJRI WKH HQWLUH GDWD FROOHFWLRQZRUGE\ZRUG7KHPDMRUGUDZEDFNRI WKLVPHWKRG LV WKHKLJK VHDUFK FRVW
UHVXOWLQJIURPWKHVFDQQLQJRIHQWLUHGRFXPHQW&DVKHWDO>@SURSRVHGDV\PPHWULFVHDUFKDEOHHQFU\SWLRQVFKHPH
7KRXJKLWSURYLGHVKLJKHIILFLHQF\IRUODUJHGDWDEDVHVLWODFNVDUDQNPHFKDQLVP,IDODUJHQXPEHURIGRFXPHQWV
FRQWDLQWKHVHDUFKHGNH\ZRUG WKHXVHUKDV WRPDQXDOO\VHOHFWZKDW WKH\DFWXDOO\ZDQWZKLFKLQ WXUQLQFUHDVHWKH
RYHUDOOVHDUFKWLPH
2.2. Searchable encryption based on multiple keywords 
&DRHWDO >@SURSRVHGDQDUFKLWHFWXUHZKLFKSHUIRUPPXOWLNH\ZRUGVHDUFKDQGDOVRVXSSRUW UHVXOW UDQNLQJE\
XVLQJNQHDUHVWQHLJKERUDOJRULWKP+RZHYHUWKHVHDUFKWLPHRIWKLVPHWKRGJURZVH[SRQHQWLDOO\LQUHVSRQVHWRDQ
H[SRQHQWLDOO\ LQFUHDVLQJ VL]H RI WKH GRFXPHQW FROOHFWLRQV 6XQ HW DO >@ SURSRVHG D QHZ DUFKLWHFWXUH 7KRXJK LW
SURYLGHVEHWWHU HIILFLHQF\ WKH UHOHYDQFHEHWZHHQ WKHGRFXPHQWV LV LJQRUHG DQGKHQFH LW GRHVQRW UHWXUQ WKHPRVW
UHOHYDQWUHVXOWV
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2.4. Fuzzy Keyword Search 
7KHDERYHPHQWLRQHGVHDUFKLQJVFKHPHVZLOOUHWULHYHILOHVRQO\EDVHGRQH[DFWPDWFKRIWKHNH\ZRUG$Q\W\SRV
DQGLQFRQVLVWHQFLHVLQWKHIRUPDWZLOOQRWUHWXUQWKHUHTXLUHGGRFXPHQWV-/LHWDO>@SURSRVHGDZLOGFDUGEDVHG
WHFKQLTXH WRFUHDWHHIILFLHQW IX]]\NH\ZRUGVHWV WKDWFDQEHXVHGIRUPDWFKLQJUHOHYDQWGRFXPHQWV:KHQHYHU WKH
H[DFWPDWFKVHDUFKIDLOVWKHVHDUFKUHVXOWLVSURYLGHGEDVHGRQWKHIX]]\NH\ZRUGGDWDVHW
6\VWHPPRGHODQGSUREOHPIRUPXODWLRQ







FOXVWHUZLOOEHGLYLGHG LQWRPXOWLSOHVXEFOXVWHUV:KHQDVHDUFK LVEHLQJSHUIRUPHGRQO\ WKRVHGRFXPHQWV LQ WKH
UHOHYDQWFOXVWHUVQHHGWREHVHDUFKHGWKHUHE\LWUHGXFHVWKHRYHUDOOVHDUFKWLPH
'XULQJ WKHVHDUFKSKDVH WKHUHOHYDQFHVFRUHEHWZHHQ WKHVHDUFKTXHU\DQG WKHFOXVWHUFHQWHUVRI WKHILUVW OHYHO




3.1. System architecture 
7KHV\VWHPDUFKLWHFWXUHLVFRPSRVHGRIPDLQO\IRXUHQWLWLHVDVVKRZQLQ)LJ7KH\DUHWKHGDWDRZQHUWKHGDWD
XVHU WKHFORXGVHUYHUDQGWKHFORXGPDQDJHU7KHGDWDRZQHULVWKHPRGXOHUHVSRQVLEOHIRUFROOHFWLQJGRFXPHQWV
SHUIRUPLQJ WKH HQFDSVXODWLRQ EXLOGLQJ WKHGRFXPHQW LQGH[ DQGRXWVRXUFLQJ WKH HQFU\SWHGGRFXPHQW WR WKH FORXG
VHUYHU7KHGDWDXVHULVWKHFRQVXPHURIWKHGRFXPHQWVDQGWKH\PXVWKDYHQHFHVVDU\DXWKRUL]DWLRQEHIRUHDFFHVVLQJ
WKLVGDWD7KHFORXGVHUYHULVWKHHQWLW\ZKLFKSURYLGHVDKXJHVWRUDJHVSDFHDQGQHFHVVDU\FRPSXWDWLRQDOUHVRXUFHV
IRU WKHFLSKHUWH[WVHDUFK7KHFORXGPDQDJHU LV UHVSRQVLEOH IRUHQVXULQJDFFHVVFRQWURO ,WEORFNVDOOXQDXWKRUL]HG
UHTXHVWVIRUWKHGDWDE\FKHFNLQJWKHSULYDF\VHWWLQJVRIHDFKXVHU:KHQWKHFORXGVHUYHUUHFHLYHVDUHTXHVWIRUD
GRFXPHQW WKLVUHTXHVW LVYHULILHGE\WKHFORXGPDQDJHU8SRQVXFFHVVIXOYHULILFDWLRQ WKHFORXGVHUYHUUHWXUQVWKH
UHTXLUHGGRFXPHQWV





4.1. MRSE-HCI architecture 
7KHSURSRVHGV\VWHPXVHV0XOWLNH\ZRUG5DQNHG6HDUFKRYHU(QFU\SWHGGDWDEDVHGRQ+LHUDUFKLFDO&OXVWHULQJ
,QGH[ 056(+&, VFKHPH LQZKLFK WKH YHFWRU VSDFHPRGHO LV DGRSWHG IURP WKH0XOWLNH\ZRUG5DQNHG6HDUFK
RYHU (QFU\SWHG GDWD 056( >@ DQG WKH LQGH[LQJ LV EDVHG RQ +LHUDUFKLFDO ,QGH[LQJ 6WUXFWXUH +&, >@ 7KH
GHWDLOHGGHVFULSWLRQLVDVIROORZV(YHU\GRFXPHQWLVLQGH[HGE\DYHFWRUDQGHDFKGLPHQVLRQRIWKHYHFWRUUHIHUVWR
D NH\ZRUG7KHYDOXHRI HDFKGLPHQVLRQ LQGLFDWHVZKHWKHU WKHNH\ZRUG DSSHDUV LQ WKH SDUWLFXODU GRFXPHQW7KH
TXHU\LVDOVRUHSUHVHQWHGLQDVLPLODUZD\DVDYHFWRU7KHOHQJWKVRIWKHGRFXPHQWYHFWRUVDUHQRUPDOL]HGDQGKHQFH
WKH GLVWDQFH RI SRLQWV LQ WKH QGLPHQVLRQDO VSDFH UHIOHFWV WKH UHOHYDQFH RI FRUUHVSRQGLQJ GRFXPHQWV 'XULQJ WKH
VHDUFKSKDVHWKHFORXGVHUYHUFRPSRQHQWFRPSXWHVWKHUHOHYDQFHVFRUHEHWZHHQWKHTXHU\YHFWRUDQGWKHGRFXPHQWV




:KHQWKHYROXPHRIGDWD LQ WKHFORXGH[SHULHQFHVDGUDPDWLFJURZWK WKHWUDGLWLRQDOVHDUFKDSSURDFKHVZLOOEH
YHU\LQHIILFLHQWDQGKDVDQH[SRQHQWLDOJURZWK7RLPSURYHWKHVHDUFKHIILFLHQF\DKLHUDUFKLFDOFOXVWHULQJPHWKRGLV
XVHG7KHKLHUDUFKLFDODSSURDFKFOXVWHUV WKHGRFXPHQWVEDVHGRQ WKHUHOHYDQFHVFRUHDWGLIIHUHQW OHYHOV:KHQWKH
VL]HRI WKHFOXVWHU UHDFKHV WKHPD[LPXPFOXVWHU VL]H WKUHVKROG WKH V\VWHPSDUWLWLRQV WKHFOXVWHUV LQWR VXEFOXVWHUV






 ൅ ͳሻELWYHFWRULQZKLFKHDFKHOHPHQWLVDQLQWHJHURUDQGWZRLQYHUWLEOH ൅  ൅ ͳሻ ൈ ሺ ൅  ൅ ͳሻPDWULFHV
M1DQGM2ZKRVHHOHPHQWVDUHUDQGRPLQWHJHUVDUHJHQHUDWHG
,QGH[7KLVSKDVHJHQHUDWHV WKHHQFU\SWHG LQGH[E\XVLQJ WKHDERYHJHQHUDWHGVHFUHWNH\7KHFOXVWHULQJSURFHVV




 $4XDOLW\+LHUDUFKLFDO &OXVWHULQJ 4+&PHWKRG LV XVHG WR JHQHUDWH WKH LQIRUPDWLRQ DERXW'RFXPHQWV
&ODVVLILFDWLRQ'&DQGWKHFROOHFWLRQRI&OXVWHU&HQWHUV9HFWRUV&&9)ሼܿଵ ڮ ܿ௡ሽ
 7KH GDWD RZQHU SHUIRUPV WKH GLPHQVLRQH[SDQGLQJ DQG YHFWRU VSOLWWLQJ SURFHGXUH RQ HYHU\ GRFXPHQW
YHFWRU
D 'XULQJGLPHQVLRQH[SDQGLQJSURFHGXUHHDFKYHFWRU LQ&&9LVH[WHQGHG WRሺ ൅  ൅ ͳሻELWORQJ
YHFWRUZKHUH WKHYDOXH LQ ൅ ሺͲ ൑  ൑ ሻGLPHQVLRQ LV DQ LQWHJHUQXPEHUJHQHUDWHG UDQGRPO\
DQGWKHODVWGLPHQVLRQLVVHWWR
E 'XULQJWKHYHFWRUVSOLWWLQJSURFHGXUHHYHU\H[WHQGHGGRFXPHQWYHFWRULVVSOLWLQWRWZRሺ ൅  ൅





IURPDQDXWKHQWLFDWHGXVHU7KHNH\ZRUGV LQ WKHTXHU\DUHDQDO\]HGZLWK WKHKHOSRIGLFWLRQDU\':DQGDTXHU\







4.2. Relevance measure 
,QWKHSURSRVHGV\VWHPWKHFRQFHSWRIFRRUGLQDWHPDWFKLQJLVXVHGDVDUHOHYDQFHPHDVXUH7KHUHOHYDQFHVFRUH
EHWZHHQGRFXPHQWdiDQGTXHU\ݍ௪LVGHWHUPLQHGDVGHVFULEHGLQ(TXDWLRQ
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4.3. Quality Hierarchical Clustering Algorithm 
6RPH RI WKH PRVW ZLGHO\ XVHG DQG SRSXODU FOXVWHULQJ DOJRULWKPV DUH K-means DQG K-medoids ,Q WKHVH
DOJRULWKPVWKHYDOXHRIkLVIL[HGHDUOLHU+RZHYHULQDELJGDWDVFHQDULRLWLVLPSRVVLEOHWRSUHGLFWWKHYDOXHRIN
HDUO\ 7KH FOXVWHUV DUH WR EH JHQHUDWHG G\QDPLFDOO\ +HQFH D dynamic K-means algorithm LV XVHG 7R NHHS WKH
FOXVWHUVGHQVHDQGFRPSDFWDPLQLPXPUHOHYDQFH WKUHVKROGYDOXH LVPDLQWDLQHG:KLOHSHUIRUPLQJ WKHFOXVWHULQJ
SURFHVVWKHUHOHYDQFHVFRUHEHWZHHQHDFKGRFXPHQWDQGLWVFOXVWHUFHQWHULVFRPSXWHGDQGLIWKLVYDOXHLVOHVVWKDQ
WKH PLQLPXP WKUHVKROG YDOXH D QHZ FOXVWHU LV DGGHG DQG DOO WKH GRFXPHQWV DUH UHDVVLJQHG DFFRUGLQJO\ 7KLV
SURFHGXUHLVH[HFXWHGLWHUDWLYHO\XQWLODVWDEOHYDOXHRIkLVUHDFKHG
4.4. Search Algorithm 
7RVHDUFKIRUDSDUWLFXODUGRFXPHQWWKHFORXGVHUYHUILUVWQHHGVWRILQGWKHFOXVWHUWKDWPRVWPDWFKWKHTXHU\7KH
FORXGVHUYHUXVHVWKHFOXVWHULQGH[ܫ௖DQGDQLWHUDWLYHSURFHGXUHDVGHVFULEHGEHORZWRILQGWKHWRSPDWFKHGFOXVWHU

















 ܱ݌݁ݎܽݐ݅݋݊ݏሺܵ݁ܽݎ݄ܿ݌ݎ݋ܿ݁ݏݏሻ ൌ ݓ כ ݔ ൅ ሺݓ െ ݑሻ݇ ൅ ሺݓ െ ݑ െ ͳሻݐ 
7KHQXPEHURIRSHUDWLRQVUHTXLUHGE\DV\VWHPZLWKRXWDQ\FOXVWHULQJWHFKQLTXHLVGHVFULEHGLQ(TXDWLRQ
 ܱ݌݁ݎܽݐ݅݋݊ݏሺ݁ݔ݅ݏݐ݅݊݃ݏݕݏݐ݁݉ሻ ൌ ݓ כ ݔ ൅ ሺݓ െ ݑሻ݊ 
'XULQJ WKH VHDUFK VWHS WKH H[LVWLQJ V\VWHP FRPSDUHV WKH TXHU\ YHFWRU ZLWK WKH HQWLUH GRFXPHQWV FROOHFWLRQ
ZKHUHDV WKHSURSRVHGV\VWHPFRPSDUHV LWRQO\ZLWK WKH UHOHYDQWFOXVWHU OHDGLQJ WR VLJQLILFDQW UHGXFWLRQ LQ VHDUFK
WLPH
5.2. Performance analysis 
7RWHVWWKHSHUIRUPDQFHRIWKHSURSRVHGV\VWHPDQH[SHULPHQWDOVHWXSZDVEXLOWDVIROORZV$QDSSOLFDWLRQ
















5.3. Security analysis 
$ GHGLFDWHG PRGXOH FDOOHG FORXG PDQDJHU LV DGGHG WR WKH SURSRVHG V\VWHP WR YHULI\ WKH DXWKHQWLFLW\ RI WKH
DUULYLQJ UHTXHVWV 7R HQVXUH WKH FRQILGHQWLDOLW\ DQG SULYDF\ RI WKH GRFXPHQWV VWRUHG LQ WKH FORXG VHUYHU DOO WKH
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DOJRULWKPV FDQ EH GHYHORSHG IRU LPSURYLQJ WKH SULYDF\ RI WKH XSORDGHG GRFXPHQWV0RUH VHFXUH DFFHVV FRQWURO
VFKHPHV VXFK DV'\QDPLF ,QIRUPDWLRQ )ORZ7UDFNLQJ ',)7 WHFKQLTXHV >@ZLWK FDSDELOLWLHV WR UHFRJQL]H WKH
DGYDQFHGYXOQHUDELOLWLHVFDQDOVRERRVWXSWKHRYHUDOOSHUIRUPDQFHRIWKHV\VWHP
5HIHUHQFHV





VXSSRUWLQJ VLPLODULW\EDVHG UDQNLQJ ,Q3URFHHGLQJVRI WKH WK$&06,*6$&V\PSRVLXPRQ ,QIRUPDWLRQ FRPSXWHU DQG FRPPXQLFDWLRQV
VHFXULW\SS$&0
>@:DQJ%<X6/RX:	+RX<7 $SULO3ULYDF\SUHVHUYLQJPXOWLNH\ZRUGIX]]\VHDUFKRYHUHQFU\SWHGGDWD LQ WKHFORXG
,Q,1)2&203URFHHGLQJV,(((SS,(((
>@6HEDVWLDQ/5%DEX6	.L]KDNNHWKRWWDP--)HEUXDU\&KDOOHQJHVZLWKELJGDWDPLQLQJ$UHYLHZ,Q6RIW&RPSXWLQJDQG
1HWZRUNV6HFXULW\,&616,QWHUQDWLRQDO&RQIHUHQFHRQSS,(((
>@6RQJ';:DJQHU'	3HUULJ$3UDFWLFDOWHFKQLTXHVIRUVHDUFKHVRQHQFU\SWHGGDWD,Q6HFXULW\DQG3ULYDF\6	3
3URFHHGLQJV,(((6\PSRVLXPRQSS,(((
>@&DVK'-DHJHU--DUHFNL6-XWOD&.UDZF]\N+5RVX0&	6WHLQHU02FWREHU'\QDPLFVHDUFKDEOHHQFU\SWLRQLQYHU\
ODUJHGDWDEDVHV'DWDVWUXFWXUHVDQGLPSOHPHQWDWLRQ,Q1HWZRUNDQG'LVWULEXWHG6\VWHP6HFXULW\6\PSRVLXP1'66¶
>@&DR1:DQJ&/L05HQ.	/RX:3ULYDF\SUHVHUYLQJPXOWLNH\ZRUGUDQNHGVHDUFKRYHUHQFU\SWHGFORXGGDWD3DUDOOHO
DQG'LVWULEXWHG6\VWHPV,(((7UDQVDFWLRQVRQ
>@6XQ::DQJ%&DR1/L0/RX:+RX<7	/L+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